
 

 Data Breaches are on the rise.  2014 set a new record 
for breaches and 2016 is on track for at least 10% more 
incidents. 

 Recover cost per data breach averages $214 per record 
lost…totaling a staggering $7.2M per breach! 

 Breaches can be caused by external hackers, malicious 
insiders and by honest mistakes. 

 Vulnerability assessments uncover mistakes and often 
provide clues to malicious insiders, reducing the risk of a 
breach. 
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 Experienced in Government and Commercial 
vulnerability testing 

 Verified processes: A2LA-Accredited ISO 17020 
Inspection Body and ISO 17025 IT Laboratory 

 Experienced in most regulated business areas 
including HIPAA, PCI, FISMA and Classified 
systems 

Contego Cyber Solutions is a Division of Quantech Services, Inc.; a professional integrated Cyber Security Division 
providing superior products and services focused on end-to-end systems security.  Contego provides a wide array of 

technical and support capabilities to the Department of Defense (DoD), Federal Agencies and commercial organizations. 

           Quick Facts:             Why Contego/Quantech? 

Vulnerability Assessment – Key insights to your security. 
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Do you know how secure your system really is?  Do you have proof that you are secure?  Today’s customers 
are getting more cyber-savvy and they expect you to have a secure system that protects their data from breaches 
and misuse.  The best way to prove the security of your system is to conduct a vulnerability assessment and 
document the results.  Contego/Quantech vulnerability assessment teams are professionally astute at quickly and 
accurately assessing your system for vulnerabilities.  We identify gaps in your security controls and make clear, 
actionable recommendations for plugging any vulnerabilities.  We leverage NIST standard control frameworks and 
roll in industry best practices to ensure that your assessment includes the most up-to-date risks and resolutions, 
providing you with critical understanding of your true security risk posture.  

Penetration Testing – A critical element for securing your system. 

The bad guys don’t play by the rules so you need a penetration tester who can test your system with the same 
determination and creativity that the hackers use.  Contego/Quantech values those skills in our penetration team, 
while tempering the recklessness that comes from many other penetration testers.  We give you a realistic 
penetration test event without unnecessarily risking your network.  All of our tools and techniques are pre-tested in 
our in-house cyber range to ensure that we don’t crash your critical assets or introduce malware or backdoors into 
your system.  Full range engagements including social engineering, wireless testing and physical boundaries are just 
a few areas of a full penetration test.  

The Contego/Quantech Approach: 

Our skilled System Security Engineers (SSEs) follow a proven, award-winning approach when conducting 
vulnerability assessments.  Whether you prefer your assessment on-site, off-site or even against an offline 
simulation of your environment, our SSEs can support your needs.  We use a combination of industry standard 
software like Nesus, MetaSploit, Splunk, OWASP and in-house tools using novel configurations to provide an in-
depth, meaningful report on the true security of your system. 


